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Applications — >
Cloud
Communications

loT sensors /

Actuators

Gateways /

Smart Edges

Data Types

Characteristics
4 )
» Closed/Open platforms
» High data volume handling
> \Variable policies )
r )
» Public/Private/Hybrid Cloud
. J
-
((( ))) > 2G,3G,LTE,5G
> A » DSL, WiFi, Bluetooth, LWPAN
X » IP, MQTT, HTTP )
( .
» Limited power
5 (O, | > Low bandwidth
| (W] > Constrained capabilities
e p
> » Different commun. prot.
. y,
\
> » Sensitive data (video, audio,
location, personal info)
\ J

Weaknesses

Code
Lack of testing
Weak user/third party authent.

Code
Policy Management

Radio vulnerabilities
Protocol vulnerabilities

Y V V

Policy management
No updates / poor hardware
Denial of Service

N\

YV V

Design faults
Inability to update
Software bugs

~\

YV V

Users
Policy management
Data storage
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ATTACK

TAKECONTROL ~ STEALINFORMATION | DISRUPT SERVICES

Controls for smart door locks and
lighting systems can be vulnerable.

Infotainment

systems offer
Door locks multiple ways
have been into a car's
unlocked electronics. E:Ife b': akers
remotely.
y attacked

remotely.

ontrol of brakes.

Source: IEEE Spectrum
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@ Malicious domains [ Malware/Ransomware @ Phishing/Scam/Fraud @ Fake News

Malicious domains

Malware/Ransomware

Phishing/Scam/Fraud

Distribuzione di attacchi di rete nel mondo
durante il periodo Covid-19
(Fonte: Rapporto Interpol 2020)
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0,32%0,28%
0,36%
1,48% 1,32% 1,90%

2,77%52% M avalanche-andromeda
3,44% M zeroaccess
4,19% M gsnatch
Hramnit
#34% W wannacrypt
M mirai
Mgozi
mypnfilter
M vpnfilter-ua
M sality-p2p
Mvirut
M cutwail
Mzeus
22,69% H nivdort
H__unknown__
H__others__

Tipi di Malware (Fonte: Rapporto Clusit 2020)
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__others__
8%

3% - Gaming

Government
7%

Service Provider
11%

Finance &
Insurance
17%

Target di attacchi DDoS (Fonte: Rapporto Clusit 2020)
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Target

MIRAI
loT Malware

L]

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

2. Report

3. Controllo delloistato

b 4

e e T s

1
1
1
1
1
1
1
1
1
1
1
1 1
! 4. Comando infetto 1
1
1
1
1
1
1
1
1
1
1
1
1

1
5. Codice'malevolo

1
6. Comando di:attaooo

%

B

[ D —— 1

Step 1: BF Attack with 62 couples user/pwd
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C&C Server Loader Report Server Bot Target

i

i
I
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-0
G

MIRAI  —

loT Malware

1. Brute Force

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

3. Controllo delloistato
1

4. Comando infetto |

L 4

e e R e e ik Sl

|
5. Codice'malevolo

6. Comando di:attacco

%

B

¥
D R N S

Step 2: Features of infected device are retained
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g
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C&C Server Loader Report Server Bot Target

i

i
I
il
-0
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MIRAI  —

loT Malware
3. Controlio delloistato
1
PN

1. Brute Force

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

2. Report

L 4

e e R ettt

|
5. Codice'malevolo

6. Comando di:attacco

%

B

¥
D R N S

Step 3: Status of new infected device is checked
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C&C Server Loader Report Server Bot Target
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MIRAI  —

loT Malware

1. Brute Force

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

2. Report

3. Controllo delloistato

L 4

e e R ettt

4. Comando infetto_|

|
5. Codice'malevolo

6. Comando di:attacco

%

B

D R N S

Step 4: «Loader» sends to infected device some instructions
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Loader Report Server Bot New Bot Target

i

MIRAI
loT Malware

Al
Al
o
QD
=

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

3. Controlio delloistato

L 4

1
sW

%

B

1
1
1
1
1
1
1
Ll
M
1
1
1
| 1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
1
1
1
1 1
! 4. Comando infetto
1
1
1
1
1
1
1
1
1
1
1
1

R R ——— {

Step 5: Loader forces the infected device to download malicious code
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C&C Server Loader Report Server Bot Target
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loT Malware

1. Brute Force

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

2. Report

F S

3. Controllo delloistato
1

4. Comando infetto |

L 4

(Comando drattacco

\__I/

7. Attacco

e e WY Y
B

R R ——— {

Step 6: C&C sends instructions to launch an attack
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C&C Server Loader Report Server Bot Target
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loT Malware

1. Brute Force

- DDoS da 1Tbit/sec contro OVH

- Multiple DDoS contro DynDNS
(Github, Netflix,

Airbnb,Reddit, Twitter)

- DDoS contro Rutgers Univ. (NJ)
—1 min di $ aumento di budget
in security

- DDoS contro 900.000 router di
Deutsche Telekom

2. Report

3. Controllo delloistato
1

4. Comando infetto |

L 4

e e R ettt

|
5. Codice'malevolo

6. Comando di:attacco

R SR ZN I

B N 2

R R ——— {

Step 7: The botnet is ready to launch the attack
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Contromisure e nuovi trend

» Potenziare le difese (antivirus di rete, access scanning, IDS) all’edge (il punto piu «vicino»
in cui i dati dei dispositivi distribuiti sono raccolti ed elaborati)

» Adozione di best practises ben codificate ed eventualmente normate (es. GDPR)

» Intervento della Robotic Process Automation (RPA) nella gestione di attivita di routine che
comprendono anche processi di sicurezza e conformita

» Utilizzo di tecniche di Artificial Intelligence (Al) e Machine Learning (ML) a supporto dei
sistemi di rilevazione e prevenzione delle intrusioni (IDS/IPS)
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